NudopmanronHas namsTka 1mo Bonpocam
knbepOe3onacHocTy B cetu «MHTEpHET»

KoMIpI0TEpHBIE BUPVCEHI

KoMmnbrorepHelii BUPYC - 3TO Pa3HOBHIHOCTb KOMIIBIOTEPHBIX IIPOrPAMM, OTIMYHUTEIBHON
0COOCHHOCTBIO KOTOPOI1 SIBJISETCSI CHOCOOHOCTh K Pa3MHOKEHHIO (KOMPOBaHUIO). B nomomHenue
O9TOMY, BHUPYCbI MOI'YT TMOBPCAUTb WM THOJHOCTBIO YHHUYTOXHUTL BCC (l)aﬁnm U JaHHBIC,
MIOJIKOHTPOJIBHBIE TIOJIB30BATENI0, OT UMEHM KOTOPOro ObUIa 3aIylieHa 3apakEHHas MporpaMma, a
TaKKe MOBPEINUTH MM JTaKe YHHUYTOXKUTH ONEPALMOHHYIO CHCTEMY cO BceMH (haitamu B 1ienoMm. B
OOJIBIINHCTBE CIy4aeB paclpOCTPAHSAIOTCS BUPYCHI YEPE3 UHTEPHET.

MeTo1bl 3aIUThI OT BPEAOHOCHBIX MPOrPaMM:

1. Ucnonp3yiiTe COBpEeMEHHbIEC ONMEPAMOHHBIC CHCTEMBI, UMEIONINE CEPhE3HBIA yPOBEHD
3aIIMTHl OT BPEIOHOCHBIX MIPOTPaMM;

2. TlocrosHHO ycraHaBiuBaiiTe mardd (OOHOBICHHUS, KOTOpbIE ABTOMATHUYECCKH
YCTaHABJIMBAIOTCS C IO JOPAOOTKH MPOTPaMMbl) U Jpyrue OOHOBJICHHS CBOEH ONepannOHHON
cucteMbl. CkaunBaiTe UX TOJIBKO ¢ ouinaibHoro caita pazpadorurnka OC. Ecnu cyiiecTByeT pesxxum

ABTOMAaTH4YCCKOI'O O6HOBJ'ICHI/I${, BKIIFOUHTC €TO,

3. PaboraiiTe Ha CBOEM KOMIIbIOTEpE IO/ IpaBaMH M0JIb30BaTeNs, @ HE aAMUHHUCTpaTopa. ITO
HE IO3BOJIUT OOJIBIIMHCTBY BPEIOHOCHBIX MPOTPaMM HMHCTAJUIMPOBATHCS HA BalleM IEPCOHAITBHOM
KOMIIBIOTEPE;

4.  Hcnonp3yiiTe aHTUBUPYCHBIE NTPOrPaMMHBIE MPOIYKThI U3BECTHBIX MPOU3BOJIUTENEH, €

ABTOMATHYCCKUM OOHOBJICHHUEM 63.3;

5.  OrpanunybTe (PU3NUECKUI JOCTYI K KOMIBIOTEPY JUIsl IOCTOPOHHHUX JIUIL;

6.  cnonp3yiiTe BHEIIHME HOCUTENIN UH(OPMAINK, TaKue Kak Quierika, TUCK WiK (ailia u3
WHuTepHera, TOIBKO U3 MPOBEPEHHBIX UCTOYHUKOB;

7.  He oTkpbIBaiiTe KOMIbIOTEpHbIE (ailsibl, MOTY4YEHHbIE U3 HEHAJAEXKHBIX HCTOYHHMKOB.
Jlaxxe Te ¢aitipl, KOTOpPBIE MIPUCITAIIN BaIT 3HAKOMBIE. Y TOUHUTE, OTIPABIISIIN JIU OHH JaHHBIC (DAMITBI.
cetu WI-FI

C nomompto W1-Fi MOXHO momyuyuTh O€CIUIAaTHBI MHTEPHET-JOCTYH B OOIIECTBEHHBIX
MecTax: Kade, OTelsiX, TOProBbIX IEHTpax u ad’pomoprax. Tak xe WI-Fi sBasercs ormuunoit
BO3MOKHOCTBIO BbIX0/1a B IHTepHeT. Ho MHOTHE 3KCTIepTHI CUUTAIOT, 4To obmmenoctynHsle Wi-Fi cetn

HE SIBJISIOTCS 0€30MacHBIMU.

CogeTsl 110 Oe30MacHOCTH pabOTHI B 00LIEIOCTYHBIX ceTsix Wi-fi:

1. He nepenasaiite cBoW JMuUHYH HHpOpMaIMIO Yepe3 obmiemoctynabie Wi-Fi cern.
PaGoras B HuX, *eaTelbHO HE BBOJUTH NAPOJIH JOCTYIIA, JIOTHHBI U Kakue-1100 HOMEpa;

2. Wcnonb3yiiTe 1 OGHOBISITE aHTHBUPYCHBIE IPOrPaMMbI M OpaHaMaysp. TeM caMbIM Bbl
obe3omacuTte ce0s OT 3aKauKu BUPYyca Ha CBOE YCTPOMCTBO;

3. [Ipu ucnonszoBanuu Wi-Fi otkirounte pynkuumio «O0muit 1ocTyn K (aiiaam 1 IpUHTEpaM».
JanHas QyHKIHS 3aKpbITa MO YMOJTYAHUIO, OJJHAKO HEKOTOPHIE MOJB30BATEIN aKTHBHPYIOT €€ IS
yn00CTBa UCIIOIB30BaHMS B paboTe wim yueoe;

4.  He ucnons3yiite myonuunsiii WI-FI s mepepaun TUYHBIX JaHHBIX, HapuMmep, I

BbIXO0Ja B COOMUATIBHBIC CETH HWJIM B 3JICKTPOHHYIO IIOUYTY;,



5. Hcnonp3yiite TonbKko 3amtuiieHHoe coeauHeHue dyepe3 HTTPS, a ne HTTP, t.e. mpu
Habope BeO-aapeca BBOAUTE UMEHHO «https://»;

6. B wmoOwibHOM Tenedone otkmounte ¢GyHkuuio <« l[logkmouenne k- Wi-Fi
aBTOoMaTtuyecku». He momyckaif aBTOMaTH4ecKOro MOJAKIIOUEHHUs ycTpoilicTBa k cersim Wi-Fi 6e3
BAIIIETO COTJIACHS.

CormajasHbIE CETH

CoumanbHas CeTh - 3TO CAlT, KOTOPBIA MPEAOCTABISAET BO3MOKHOCTD JIFOASM OCYIIECTBIIATD
o01ieHue Mexay coboi B mHTepHeTe. Yalle Bcero B HUX AJIS KaXJIOTO YeJIOBEKa BBIJEIAETCS CBOS
JMYHAs CTPAaHMYKa, HA KOTOPOH OH yKa3bIBaeT O cebe pa3inyHylo WH(OpMAIHMIO, HAUWHAast OT UMEHH,
dbamMuIuu W 3aKaH4MBas JUYHbIMU (QororpadusmMu. MHOrue monb30BaTed HE IMOHUMAIOT, YTO
uHpopManus, pa3MeIeHHAs UIMUA B COLUMAIBHBIX CETAX, MOXKET OBITh HalJeHAa W MCIIOJIb30BaHa KeM
YrOJIHO, B TOM YHCJIe HEe 0053aTeNIbHO ¢ OJJarMMU HAMEPEHUSIMHU.

OcHOBHBIE COBETHI MO0 0€30MaCHOCTH B COIIMATBHBIX CETAX:

1.  OrpanuubTe cnMcok apy3el. Y Bac B Jpy3bsiX HE JOJDKHO OBbITh CIIydyallHBIX H
HE3HAKOMBIX JII0JIeH;

2. 3amuniaiiTe CBOI YaCTHYIO XU3Hb. He ykaswiBaiiTe mapoinu, TenedoHsl, agpeca, naTy
CBOETO POXKICHUS U JPYTyI0 JUYHYI0 MH(QOPMaLUIO. 3710yMBIIUIEHHUKH MOTYT MCHOJIb30BATh JaXKe
MH(POPMAIIHIO O TOM, KaK BbI U Balll OJIM3KHE IUIAHUPYETE MPOBECTH KAHUKYJIBI,

3. 3amuiaiTe CBOIO PENyTAaLUIO - IEPKUTE €€ B UUCTOTE U 3a/1aBaiiTe cebe BOIpoc: XOTenu Obl
BbI, YTOOBI JIpyrue MOJb30BaTEIM BHJENH, 4TO BBl 3arpyxaere? Ilogymaiite, mpexnae 4em 4TO-TO
oIyOJIMKOBaTh, HAITUCATh U 3arpy3UTh;

4. Ecnu BbI roBOpHTE C JIOIBMHU, KOTOPBIX HE 3HAETE, HE UCMOJIb3YHTE CBOE pealbHOE UM
U APYTYIO JINYHYIO0 HH(POpMAIIHIO: UMSI, MECTO KUTEJIbCTBA, MECTO pabOoThI (yueObl) U MpoUee;

S. N36eraiite pasmenienus Gotorpaduii B IHTepHETE, I/ie Bl H300pakeHbl HA MECTHOCTH,
0 KOTOPOH MOYKHO ONPEAEITUTh Ballle MECTOTIOI0KEHHUE;

6. IIpu perucrpanuu B COLMANBHOM CETH HEOOXOIMMO MCIIONIB30BaTh CIOXKHBIE MApOJIH,
cocrosiyre u3 OyKB U IU(P U ¢ KOJTUIECTBOM 3HAKOB HE MEHEE §;

7. Jlns couuanbHOM CeTH, MOYTHl M JAPYIMX CalTOB HEOOXOAWMO HCIOJIb30BATh Pa3HbIE
naposi. Toraa, eciu Bac B3JI0MarOT, TO 3710yMBIIUIEHHUKH MOJIy4aT JOCTYI TOJIBKO K OJHOMY MECTY, a
HE BO BCE Cpasy.

DIEKTPOHHBIE NEHBIHA

DJNEeKTPOHHBIE JEHBIM — 3TO OYEHb YHOOHBIN CIOCO0 TUIaTe)keil, OIHAKO CYIIECTBYIOT
MOIIIEHHUKH, KOTOPBIE XOTAT MOIYYUTh 3TU ACHBIH.

ONEKTPOHHBIE ACHBIU MOSBUINCh COBCEM HEJABHO M HMMEHHO M3-32 3TOIO BO MHOTHUX
rocyzapcrBax JI0 CUX IOp HE MPONUCAHO PO HUX B 3aKOHAX.

B Poccun ke oHU (QYHKIIMOHHPYIOT M O HUX YK€ MPOMKMCAHO B 3aKOHE, IJIe UX Pa3JeNfioT Ha
HECKOJIBKO BUJIOB - aHOHMMHBIE U HE aHOHUMHBIE. Pa3HuIIa B TOM, YTO aHOHUMHBIE - 3TO T€, B KOTOPBIX
paspeiiaercss HTPOBOAMTH oOlepanud 0e3 HISHTHU(PHUKAIUU TOJb30BaTeNsl, a B HE AHOHUMHBIX
UICHTU(UKAIIUH TTOJIH30BATENs SBISETCS 0053aTEIHHOM.

Taxxke ciemyeT pa3iauyaTh OJJIEKTPOHHbIE (QHUATHBIE [EHBI'M (DaBHBI TOCYJAPCTBEHHBIM
BaJIIOTaM) U AJICKTPOHHBIC HEUATHBIE ICHBIH (HE PaBHBI TOCYJaPCTBEHHBIM BAIIIOTAM).

OCHOBHBIE COBETHI 10 6€30MIaCHON PabOTe C AJIEKTPOHHBIMH JIEHbIAMHU:



1. TlpuBspkure K cueTy MOOWIBHBIN TeneoH. DTO camblil yIOOHBIH U OBICTPBINA CIIOCOO
BOCCTaHOBUTH JIOCTYM K c4eTy. [IpuBsi3aHHBINA TeneOH MOMOKET, €clu 3a0yeTe CBOM IUIATEKHBII
MapoJib WM 3aiJIeTe Ha CAalT C HE3HAKOMOI'0 YCTPOMCTBA;

2.  Wcnons3yiiTe oHOpa30oBbIc Mapoin. [lociie mepexoia Ha YCHIICHHYIO aBTOPH3AIIMIO BaM
yKe He OyZeT yrposkKaTh OMAaCHOCTh KPa)Ku WIIM NIepexBaTa IJIaTeKHOTO HapoJis;

3. BoiGepure cioxubiii naposs. [IpecTynHukam OyaeT HEMPOCTO yrajarh CIOXKHBIM Mapolib.
HanexxHble maponu -— 3TO Mapoju, KOTOPbIE COAEpKAT HE MEHee § 3HAKOB M BKJIIOYAIOT B cels
CTPOYHBIE U IMPOIHUCHBIE OYKBbI, UGPHI U HECKOJIbKO CHMBOJIOB, TAaKHE KakK 3HAK Jloyiapa, pyHTa,
BOCKJIMIIATENbHBIN 3HaK U T.11. Harmpumep, StROng!;

4. He BBOOUTE CBOM JMYHBIE JaHHbIE HA cailTaX, KOTOPBIM HE JOBEpsieTE. DIEKTPOHHAs

noyra

DNEeKTpOHHAsl MOYTa—- 3TO TEXHOJIOTUS U IPENOCTABISEMBIE €10 YCIYI'M IO MEPECBUIKE U
MOJIYYEHHUIO SJIEKTPOHHBIX COOOIIEHUHM, KOTOPhIE pacHpeesitoTCs B KOMIbIOTepHOU ceTu. OObIYHO
AJIEKTPOHHBIN TIOYTOBBIN SIIMK BBITIISIUT CICAYIOMIMM 00pa3oM: MMsI IOJIb30BATENSA(@WUMS_JIOMEHA.
Taxxe kpome nepeaaun IpOCTOro TeKCTa, MMEETCS BOZMOKHOCTh TepeaBaTh (ailiibl.

OcHoBHBIE COBETHI 1T 0€3011acHOI paboTe ¢ ANEKTPOHHOU MOYTOM:

1. Hapmo BbiOparh MpaBUIIBbHBIN MOYTOBBIN cepBUC. B MHTEpHETE €CTh OTPOMHBIN BBIOGOD
OecCIUIaTHBIX MOYTOBBIX CEPBHCOB, OJHAKO JIYUIIE JOBEPSATHh T€M, KOTOPBIX Bbl 3HAETE U KTO U3 HUX
IIEPBBII B PEUTHHIE;

2.  He ykaseiBaiiTe B JIMYHOW MOYTE JMYHYIO MHpoOpMaimioo. Hanpumep, jydine BbIOpaTh
«MY3BIKaJIbHBIN _(panaT@» miu «pok-2013» BMecTo «pomal3;

3. Hcrnonp3yiiTe IBYXdTalHYI aBTOPU3ALNI0. JTO KOrJa IOMUMO NapoJisl HY’KHO BBOJIUTH
KOJI, TPHUChIIaeMbIil o SMS;

4.  Boibepute cnoxHBIA Mapoib. s KaXXIOro ModTroBOro SIIMKa JOKEH OBITh CBOM
HAJIeKHBIN, YCTOWUMBBIN K B3JIOMY I1apOJIb;

5. Ecmu ectb BO3MOXHOCTh HalMcaTh CAMOMY CBOW JIMYHBIM BOMPOC, UCTIONB3YHTE ATy
BO3MOKHOCTB;

6. Vcmomp3yiiTe HECKOJNBKO TIOYTOBBIX SIIUKOB. [lepBBIN A7 YacTHON TEpEenuCKH ¢
azpecaTaMM, KOTOPBIM BBl JIOBepsieTe. OTOT JJIEKTPOHHBIA aJpec HE HaJ0 HCIOJb30BaTh IPH
peructpanuu Ha Gopymax u caiTax;

7. He otkpsiBaiiTe (hailibl U Ipyrue BIOKEHHS B MHCbMax Ja)ke €CJIM OHU MPUIILIU OT BalIMX
npyseit. Jlydie yrouHu, OTIPaBIIsIIN JIM OHU BaM dTH (Haiiiibr;

8.  Ilocne okoHyaHMs pabOTHI HA MOYTOBOM CEPBUCE MEPE] 3aKPHITUEM BKJIAJIKU C CAiTOM
He 3a0ypTe HaXKaTh Ha «BbIiiT».

KubGepOVIIMHT MM BUPTVAIBHOE U3EBATENHCTBO

KubepOynmmar— mnpeciesoBaHue COOOIMICHUSMHU, COJEPKAIIMMH OCKOPOJICHHS, arpeccHio,
3alyTUBAaHWE,  XYJIMTAHCTBO,  COIMANbHOE  OOWKOTHPOBAaHWE C  TMOMOIIBIO  PA3TMYHBIX
WHTEPHETCEPBUCOB.

OcHOBHBIE COBETHI 110 OOpHOE ¢ KHOEPOYIITHHTOM:

1.He Opocaiiteck B 00ii. YcmokoiTech. EciM BbI HauHETE OTBEYaTh OCKOPOJIEHUSAMH Ha
OCKOPOJIEHUS, TOJILKO OO0JIBIIIE Pa30iOKeTe KOH(IIHUKT;

2. Yupasisiite cBoeil KubeppenyTamnueii;



3. AHOHUMHOCTG B ceTd MHUMasi. CyIIecTBYIOT CIIOCOOBI BBISICHUTD, KTO CTOUT 32 aHOHUMHBIM
AKKayHTOM;

4.  He crout Bectu Xyjiuranckuii oOpa3 BUpTyasibHOH Xu3HU. VIHTepHET ukcupyer Bce
BaIllM ICHCTBUS U COXPAHSCT UX. Y AaUTh X OyAeT KpaiiHe 3aTPYAHUTEIHHO;

5. Benure cebs BEXINBO;

6.  UrHopupyiiTe enuHUYHBINA HeraTuB. OTHOPa30BhIE OCKOPOUTEIBHBIC COOOIICHHS JTyUIe
UrHopupoBaTh. OOBIYHO arpeccHs MpeKpallaeTcst Ha Ha4YaJIbHOM CTa/lny;

7.0rpannubTe JOCTYI arpeccopy. B mporpammax oOMeHa MTHOBEHHBIMH COOOIICHUSMH, B
COITMAIIBHBIX CETSIX €CTh BO3MOKHOCTh OJIOKMPOBKH OTIIPABKU COOOIIECHUI C ONPEICIICHHBIX aIpeCcOB;

8. Ecnu BBI cBUIETENb KHOSPOYIUTMHTA. Barm neiicTBUS: BBICTYIIUTH IIPOTUB MIPECIIEA0BATENS,
MoKa3aTh €My, YTO €ro JCHCTBHUSI OICHHBAIOTCS HETAaTHBHO, MOJJICPKATH JKEPTBY, KOTOPOI HY>KHA
TICUXOJIOTHYECKAast IOMOIITb.

MoOunbHBI TeTehOH

CoBpemenHbIe cMapTHOHBI U MJIAHIIETHI COJEpKaT B ce0Oe BIIOJTHE B3POCIBIA (PYHKIIMOHA, U
Tenepb OHU MOT'YT KOHKYPHPOBATh CO CTALIMOHAPHBIMU KOMITbloTepaMu. OIHAKO, CPeACTB 3allUThI U1
[I0/I00HBIX YCTPOMCTB MTOKA OUY€Hb Majo. TeCTUpOBAaHUE U MOKUCK YSI3BUMOCTEN B HUX MPOUCXOAUT HE
TaK MHTEHCUBHO, KaK [yl IMEPCOHAJBbHBIX KOMIBIOTEPOB, TO XK€ CaMO€ KacaeTcss U MOOMIJIbHBIX
IIPUIIOKEHUMN.

CoBpemeHHbIE MOOUIIBHBIE Opay3€ephl YK€ MPaKTUUECKU JJ0THAIIM HaCTOJbHbIE aHAJIOTH, OJHAKO
pacipenue (GyHKIMOHAIA BI€YET 32 COO0H OOJIBIIYIO CI0KHOCTh M MEHBIIYIO 3alUIIEHHOCTb.

Jlaneko He BcCE€ MPOU3BOJIUTENM BBIIYCKAIOT OOHOBIJIEHHUS, 3aKpbIBAIOIIME KPUTUYECKUE
YSI3BUMOCTH JUIsl CBOUX YCTPOMCTB.

OcHOBHBIE COBETHI It 0€30MaCHOCTH MOOHMIIBHOTO TenedoHa:

1. ByabTe ocTopokHBI, Beb KOrJa BaM IpejjiaraioT OeCIUIaTHBIM KOHTEHT, B HEM MOTYT
OBITh CKPBITHI KaKHE-TO IJIaTHbIE YCIYTH;

2. Hymaiite, npexnae yeM otnpaBuTe SMS, ¢hoTto unm Buaeo. Bel TouHO 3Haere, rie oHU

OyayT B KOHEUHOM HTOTE?

3. Heo6xoauMo 0OHOBIISATE OMEPAIMOHHYIO CUCTEMY Ballero cMapTgoHa;
4. Hcnone3yiiTe aHTUBUPYCHBIE POTPAMMBI AJI1 MOOUIBHBIX TeNe(OHOB;
5. He 3arpyxaiite npunoXeHus OT HEU3BECTHOTO UCTOYHHKA, BEIb OHU MOTYT COJIEPKATh

BPEJOHOCHOE NTPOrPaMMHOE 00ECIIEUEHUE;

6. [Tocne Toro xak BbI BbliijieTe C caiiTa, I7ie BBOJWIN JUYHYIO MHGOpPMAIUIO, 3aliIuTe B
HacTpolku Opay3epa u ynanute cookies;

7. [leproanuecku npoBepsiiTe, Kakue IUIaTHBIE YCIYTH aKTHBUPOBAaHBI Ha BallleM HOMEpe

MOOHMIIBHOTO TeNle(OHa;

8. JlaBaiiTe cBOf HOMEp MOOMIIBHOTO Tele(hoHa TOJNBKO JIO/SM, KOTOPhIX BHI3HAETE U KOMY
JOBEPSIETE;
9. Bluetooth momken ObITh BRIKITIOYEH, KOT/Ia BBl KM HE TIoJIb3yeTech. He 3a0pIBaiiTe nHOT 1A

MIPOBEPSATH 3TO.

DUIIMHT WM KpaXka JIMYHBIX JaHHBIX

I'maBHas nens ¢Qummara Buga HTepHET-MOIIEHHWYECTBA, COCTOMT B MOJIYYEHHH
KOH(HICHIINATBHBIX JaHHBIX TOJIb30BaTENIEeH — JIOTMHOB U naposieii. Ha anrnmiickom si3bike phishing
yuTaeTcs kKak GUuTUHT (0T 6shing —- pp1IOHas 0B, password —- maposb).

OcHOBHBIE COBETHI O 00pHOE ¢ PUITHHTOM:



1. Crnenute 3a cBoMM akkayHTOM. Ecim BBl mojo3peBaeTe, YTO Balla aHKeTa Oblia
B3JIOMaHa, HEOOXOIUMO 3a0JIOKMPOBATh €€ M COOOIIMUTH AAMUHUCTPATOpaM pecypca 00 3TOM Kak
MOYKHO CKOpee;

2. Hcnonp3yiiTe 6e30macHbie BeO-CailThl, B TOM YHCIIE, HUHTEPHET-Mara3nHOB U IIOMCKOBBIX
cHCTEM;

3. Hcnonp3yiite cioxHble W pa3Hble napoiud. TakuM o0pa3oM, €CiIM 3J10yMBIIUIEHHUKH
B3JIOMAIOT Balll aKKAayHT, TO IMOJIy4aT JOCTYH TOJIBKO K OJTHOMY BalleMy MPOQHITIO B CETH, a HE KO BCEM;
4. Ecnn Bac «B3J10MajIn», HEOOXOIUMO MIPEIYIPEIUTh 00 3TOM BCEX 3HAKOMBIX, KOTOpBIE 100aBIIEHBI

Y BaC B JpPY3biAX, TaK KaK, BO3MOKHO, UM OT BalI€TO MMCHU 6YI[GT paccbuIaTbCAd CllaM MU CCBUJIKHM Ha

(UIIMHTOBBIE CANTHI;

S. YcranoBute HaaexHbIi naponsb (PT) Ha MoOMIBHEIN TenedoH;
6. OTximrounTe coxpaHeHue napoiis B Opaysepe;
7. He otkpriBaiiTe ¢aiisibl 1 Apyrue BIOKEHHUS B MUChMaX JaXe €CIIA OHH HPHUIILIH

OT BamuXx apy3eil. Jlydine yTouHnuTe, OTIPABIISIIN JIM BaM 3TH (ailibl.



